Applied informatics

Secure storage of information,
encoding of data
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Secure storage of information,
encoding of data

1. Secure storage of information -
Security Programs

2. Secure data storage

3. Methods for secure and
economical data protection of
files and archives

4. Assignments
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Alms of the exercise

1. Provide students with basic
information on the secure storage of
information.

2. Clarify the protection of data in files
and archives.

3. Insert sample of data protection into
the case study.
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Information security

Secure access to data and information is a very general term.

We can distinguish several levels of security, we will find of interest:
Q  Secure storage of information on your own PC.

O Protection of data in files and archives.
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Secure information storage

(JSecure storage of information in the organization is
part of an information security policy.

J The information shall be treated as the assets —
must a part of the risk analysis.

J Approach to an individual copies the level of access
available to the organization.
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Data corruption

Type Corruption Notes
Caused by the user or the software bug
Deleted data -Can not find your data
-The files have zero size
-Folders are empty
Software

-Programs reports corrupted files

Caused by the user or the software bug
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Disk format -Medium disguised as empty
-Partitions is to look empty
-The system forces me to make formatting
-After installing the OS disk or partition is
empty [1]
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Data corruption

Type Corruption Notes
Penetration from outside
Malware
Human factor, HW/SW error
Metadata

overwritten
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Data corruption

-

Type Corruption

Notes

Bad motor

Fall, manufacturing faults

Bad sectors

Wear and tear

Record layer

corruption

Fall, dirt
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Data corruption

Type Corruption Pficina a symptomy

Falls, manufacturing faults
Heads

Manufacturing faults

Seized bearings
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Other problems

d  Redirecting connection
d  Spontaneous opening of undesirable sites

d  Deterioration of some (freeware) products - burning,
Office ...

d  Sending logs of the user activities — e.g. the controversial
genuine ...

d  Scanning and sending screen or keyboard
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Protection

D O 0O 0O O

The detection of the infection over a network
Detection of local PC Security

Protection of sensitive data

Removing traces

Detection of malicious activities
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Removing traces

d  An important activity of information security is
removing the traces of activity on the PC.

d  Removing traces prevents an attacker from the
reconstruction of deleted data - Similar as shredding
for paper media.

d  This applies to all activities on the network as well as
deleting registers, total deletion of files, folders and
drives.
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Watchdog for PC

Zménit klavezovou zkratku pro zkivté adresare

x|
— Hlidaci pes: — Informace o spstému;
S pustit ProhliZeni zaznami I Priklaien) uFivatel: |smetanab
S pustit Mastawveni I M aztaveni od uFivatele: vachozl' uZivatel
Odkrgt skiyté adresaie CTRL+SHIFT+5 I dména tohoto poditade: uo-05514
“uprout Hiidaciha psa I “Wolha fuzicka pamét: 1 024 560 KB [483]
B D oba chodu windowes: 0E:15:48.281
Odinstalowvat Hliidaciho pza I
Hlidaciho pza pouZivate: 0 dni
B Nastavenl-: upnutl pocitace =5 IDD o0:00 Al oAt
Zménit klavezovou zkratku pro Bychlé bMenu I
I upnuti Hliidacibo pea za; IDD:DD:DD Aletivonsat

Zménit piTstupové heslo pro Hlidaciho psa

Iv povolit kldvesovou zkratku pro skipké adresafe
Iv zobrazowat logo Hliidaciho psa piti startu poditade

Hlidaci pes je: aktivni

Zobrazit napovédu Hliidaciho psa

Skrt tokta Bychlé Menu

One of the freeware programs in this series is the Watchdog (Hlidaci Pes).
QWatchdog 2002 security and surveillance program helps to protect your
computer.
O Itis completely hidden, does not produce visible installation directory, or an
entry in the Start menu - automatically starts when the computer starts.

O Entry to the program administration Watchdog is only using shortcuts and
program is password protected, of course.
O For Windows Vista and Windows 7 need a PC with a processor with 1 GHz or
higher, RAM memory of 1 GB or larger. [2]
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PC watch dog

1 ban to start programs
except permitted

1 do not install new
programs

J ban access to certain
Internet addresses

 ban of hiding directories

. no access to control
panels [2]
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Povolené programy - ¥¥chozi uZivatel

[T zakazat zpoustét viechny programy kromé povolenich a omezovanich

[] c:program filestcommon filestlightsenbelightseribecontrolpan. .

Fawaolit program spoustet I

Povoleng programy: i
Jméno progran: | "Welikozt: |4
[ | chdocuments and settingsk107 smebbdokumentysfrestonlsyfl.. 167 936 B
[ ] ehdocumerts and settingstk 1071 smebtlocal setingstdata apli.. 133104 B
[ ] e:\program fileshadobetacrobat 7.0%distilliacrotray. exe 4833288 |
[ ] c:program filesSalwil softwarehavaztdhashdisp.exe 31 000 B
[ | &M\program filestanalog devices\corehsmandphp.exe g6 352 B
[ ] e:\program fileshanalog devices\soundmassmaxd. exe 729088 B
[ c:program filesSbywifisbywifi. exe 2336045 B
[ ] &Mprogram filestcomman fileshadobeharm® 1. Dhadobearm. exe 937 920 B
[ ] :\program fileshcomman fileshjavatjava update\jusched. exe 204 696 B

2387963 B ll

Altualizovat welilost programd I

¥ | zobrazovat programy po spusténi

ukanch do IEEI sekund)

Zakazane programy & po spusténi

O] program e povalen spoustet

WiEmanm kan:
|7|:| P EpUEtEnT, neni povolen spaustet

M aztavit toto nastaveni 1 jinpm uZivatelin

Stomo |

Mapovéda




PC Watchdog

[ ban the printing functions
O protection of desktop icons

[ file protection of a given extension
against change and deletion

 Automatic computer shutdown
and Watchdog shutdown

d manage system policies [2]
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Povolené programy - ¥¥chozi uZivatel

[T zakazat spoustét viechry programy kromé povaolenjch a omezovanich

Fovolens pragranmy: 3
Jména pragramr | YWelkost: | -

[ ] c:hdocuments and settingzik] 01 smebhdakumentysirestoalzshil.. 167 936 B

[ ] c:vdocuments and settingzk 101 smebhocal sefingshdata apli.. 133104 B

[ "] &\program fileshadobehacrobat 7.04distiliacrobray. exe 4833286
[ ] e\program fileshalwil softwarehavastdhashdisp.exe a1 000 B

[] c:hprogram flestanalog deviceshcorsbsmaxdpnp. exe 863 352 B

[ ] z:hprogram filestanalog deviceshsoundmaxtamasd. exe 29033 B

[ cohprogram fileshbywifitbywifi exe 23061043 B

[ ] c:hprogram filestcomman fileshadobeham’ 1. 0hadobearm. exe 937 920 B

[ ] e\program fileshcomman filestjavatjava updatehjusched exe 254 696 B

[ ] &\program fileshzommon files\lightseribetlightzcribecontrolpan... 2 357 968 B j

Fovalit pragran spoLghet I Alkhualizoat velitost progranmi |

Yizranm kot
[0 progran e povalen spoustet
[ pospusténi. nent povolen spoustet

¥ | zobrazovat programy po spusténi

Zalazane programy. #8 po sputeni

ukonc do |2EI sekund

M astawit taoto nastaveni 1 jingm wZivatelim
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PC watch dog

U restrict user access to the
computer

O execution of programs
O restrict access to files
O restrict access to floppy drive

O limitations of the connection using (Dial-
Up) modem

[ limitations of CD drive [2]

Povolené programy - ¥y¥chozi uZivatel

X

[~ zakézat spoustét wiechny programy kromé povalenich a omezovanich

Favalit pragran spoustet |

["] e:\program filesteommon flesiightscrbedightscribecontrolpan...

Povolené pragranmy; I
Jméno programu:; | elikost: | -
[] c\documents and settingsid 01 smebhdokumentyfreetoclsil.. 167 936 E
[] c\documents and settingsild 1 smebtlocal settingshdata apli.. 133104 B
[] e:\program fileshadobetacrobat 7.04distilacrotray exe 4833288
[ c\program fileshakwil softwares\avastdhashdizp.exe 81 000E
[ ] c:\program fileshanalog deviceshcorehsmasdprp.exe 868 352 B
[] c:\program fileshanalog devices\soundmaxhemasd. exe 7290886
[ chprogram files\bywifit by exe 2306 043 B
[] chprogram fileshcommon fleshadabeharm 1, 0hadobearm, exe 937 9208
[] c:\program fileshcommon fleshjavatjava updateljusched exe 284 696 B

2387 368 B j

bftualizayat velitost programi

¥ zobrazovat programy po spusténi

Wignam ko

Zakazane pragramy se po spustent

[T program e povolen spoustet
[0 pospustent, neni povalen spaustet
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Monitoring

dopen, create, delete files and
directories

d running programs
d written text in programs

] visited Internet addresses and
their captions

(J modem connection
(d Used CDs [2]
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Sledovani soubord a adresaid - ¥¢chozi uzivatel x|

— Otevteni soubaord:

Cledované programy: 171 | Sledované pripony: I
notepad. exe bt
[ sledovat wiechny programy [ sledovat wiechny piipony

W sledovat atevieni zoubor ze zadanimi pfiponami v zadanich programech

—%ytvorent a womazani zoubord a adrezar;

Cledorvané progranmy: i1 % | Sledované piipory il 4
explorer. exe _ENE
[ sledowvat wEechny programy [ zledowat wiechny piipomy

¥ sledovat wbvoleni a wwmazani soubord a adresaft v zadanich programech

Poznamka: v dizketové mechanice ze sleduje vie bez ohledu na pripony a programy

I aztavit tobo nastaveni | jinpm uZivateln I

k. I Starmo M apovéda |
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Monitoring

[ inserting text to clipboard

d Accessing this computer
from the network

J access from nearby PCs
over the network on this
computer

d free space on hard drives
d Printing to a printer
J CPU usage [2]
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Sledovani soubord a adresaid - ¥¥chozi uzivatel

~ Otevfeni soubard;

Sledovang programy:

Sledovang pripony:

X

notepad.exe

™ sledovat viechny programy

bk

™ sledovat viechny piipony

W sledovat otevien soubord se zadangmi piiponami v zadanjch programech

~Wybyaren a wymazani zouborl a adres&ri;

Sledavané progranmy:

Sledovang pripony:

X

explorer exe

™ sledovat viechry programy

N-his]

™ sledovat viechry pipony

W sledovat wbvofeni a vymazani soubor a adreséfi v zadanich programech

Poznamka: v dizketové mechanice g2 sleduje vie bez ohledu na piipony a programy

M aztavit toto nastaveni i jindm wuZivatelim
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PC Watchdog

J Network version is intended for use of Watchdog program on multiple
computers in a local network based on TCP / IP. Greatly facilitates
installation on individual computers and remote administration
settings and file records. Its use is therefore appropriate to have more

than two or three computers.
O This version is suitable:

Q If you need to provide more computers

d the need for greater confidentiality, the client installation is less obvious
and obtaining records does not require access to the monitored computer

O if your computer does not have a floppy drive, because the floppy is only
required when you install a program Watchdog [2]

NF - sl
r L]
i o . !-.!_ _!{
-.‘\ 4 -g, ' . =
european | t \‘u@
social fund in M WISTRY OF EDUCATION,  OF Cluten IVERSITY
czech republ VLI TH ARD SPORTS for Compatithmnsas COF DEFENCE

INVESTMENTS IN EDUCATION DEVELOPMENT



Data protection

Data protection:

J External - by means of external software in which the
file was created or archived. You can use tools to
limit access or data protection system or special
software.

dInternal - using the software, in which the file was
created or archive. Password protection and
encryption tools are available for recovery of
archives, for control functions and the possibility of
the division of large files.
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Password protection

Alongside the classic option of password protection which can be
removed using special software, there are a number of freeware
products to protect your files with a password.

One of the interesting options including protection of USB drives is
a simple program FlashCrypt with very strong encryption.

Program FlashCrypt can be downloaded from the web. The
installation file is just 1 MB, the download will therefore be very
fast even if you have a slow internet connection.

Given that the program is actually a simple extension of Windows
Explorer, you find after installing a desktop shortcut to run the
program or environment for further editing. [3]
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Password protection

Using FlashCrypt is simple:

(1 Select the folder whose contents you want to protect against
unauthorized access and right click.

[ From the context menu, select Protect with FlashCrypt.

 In the window that opens, type in the Enter Password Safe
password and repeat it in the Confirm password field.

1 Confirm by clicking Protect.

1 Password protection is saved and the window for entering the
password will be closed automatically. Folder icon pictogram
complement CF to let you know that protection is active.
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Password protection

Using FlashCrypt is simple.

J Opening the folder is now conditional with entering the
correct password. Double-click the locked folder to get a
window to enter the password.

[ In the event that you enter the correct password, the
contents of the folder will be accessible.

J Otherwise, you will be denied access.

 Decryption is one-time - after unlocking once, the
password must be repeated. [3]
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Forgotten passwords?

J Program Safetica can protect a specific folder in
addition to the security of portable USB drives can in
the entire partition. It offers a complete password
management.

d Perfect ciphers can quickly turn against you if you do
not remember the correct password.

1t therefore offers a special opportunity - to generate
security decryption key. With its help you get your
data even if you forget the password.

A The key must be stored in a secure place.[3]
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Assignments

1. The test the watchdog program and insert the selected
statistics into your case study.

2. Test the file password protection and insert the dialog
box into the case study.
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